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Mime-type: text/xml, size: 7243 bytes

Attack Category

e Madlicious Input

Vulnerability Category

e Multibyte Character
* Buffer Overflow

Softwar e Context

» String Conversion MACROS
* Nationa Language Support

L ocation

e winnlsh

Description

The WideCharToMultiByte function maps a wide-
character string to a new character string. The new
character string is not necessarily from a multibyte
character set.

The destination string buffer must be long enough

to hold the same number of characters, not bytes,

as contained in the source string. Using the
WideCharToMultiByte function incorrectly can
compromise the security of your application. Calling
the WideCharToMUultiByte function can easily cause
abuffer overrun because the size of the In buffer
equals the number of WCHARs in the string, while
the size of the Out buffer equals the number of bytes.
To avoid abuffer overrun, be sure to specify abuffer
size appropriate for the data type the buffer receives.

The MultiByteToWideChar function performs the
inverse operation of the WideCharToMultiByte
function but suffers the same vulnerability.

APIs

Function Name Comments

WideCharToMultibyte()

MultiByteT oWideChar

Method of Attack

BufferOverflow

Exception Criteria

Solutions

Solution Solution Solution

Applicability | Description Efficacy

1. http://buildsecurityin.us-cert.gov/bsi-rules/35-BSI.html (Barnum, Sean)
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Generaly Toensurethat | Effective.
applicable. the size of the
IpMultiByteStr
(Destination)
buffer islarge
enough to
contain the
converted
string, you
should call
WideCharToMUultiByte
twice -- once

to determine
the size of the
trandated string
and again to
trangdlate the
string.

Signature Details int WideCharToMultiByte(
UINT CodePage, // code page
DWORD dwFlags, // performance and mapping
flags
LPCWSTR IpWideCharStr, // wide-character string
int cchWideChar, // number of charsin string.
LPSTR IpMultiByteStr, // buffer for new string
int coMultiByte, // size of buffer
LPCSTR IpDefaultChar, // default for unmappable
chars
LPBOOL IpUsedDefaultChar // set when default
char used

);

Examples of Incorrect Code

Examples of Corrected Code Exanpl e: (No Error Checking for
brevity)

LPWSTR pwszUser Nanme; // Uni code
user name

PSZ pszUser Name; // User name

whi ch already points to nulti-byte
string

i nt nUser NanmeLenUni code =

I strlenW pwszUserNane ); //
Convert all UN CODE characters
i nt nUser NaneLen =

W deChar ToMul ti Byte( CP_ACP, //
ANSI Code Page

0, // No special handling of
unnmapped chars

pwszUser Nane, // wi de-character
string to be converted

nUser NanmeLenUni code,
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NULL, O, // No output buffer
since we are calculating length
NULL, NULL ); // Unrepresented
char replacenent - Use Default
pszUser Nane = new

char[ nUser NanmeLen ]; //

nUser NaneLen i ncl udes the NULL
charact er

W deChar ToMul ti Byte( CP_ACP, //
ANS| Code Page

0, // No special handling of
unnmapped chars

pszUser Nane, // wi de-character
string to be converted

nUser NameLenUni code,

pszUser Nane,

nUser NaneLen,

NULL, NULL ); // Unrepresented
char replacenent - Use Default

Sour ce References *  Rough Auditing Tool for Security (RATS)?
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